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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
e Preferences & Database

e  Configuration / Installation.
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Pre-requisite step

2. Pre-requisite step

2.1 To create users in IDCS

1. Access your Oracle Identity Cloud Service instance (for example: https://<tenant-base-
url>/uif/vl/adminconsole) and log in with your Identity Domain Administrator credentials.

Glossary of Parameters:

<tenant-name> Tenant name of your IDCS instance

<tenant-base-url> Tenant base URL used to access your IDCS instance

<base-url> Base URL used to access your IDCS instance without tenant
name

2. Click on Add a user button on Dashboard screen as shown below.

= = Identity Cloud Service @

Here's what you can do:

Welcome admin@oracle.com

Onboarding Users and Groups Performing Self-Service

Onboarding Applications Diagnostics

Auditing the System, Users, Customizing the Service
and Groups Performing End-User Self

| Managing Security Settings Service

| Watch the Video | ‘ Learn More

| What's New

Filter by Date Range | Last 30 Days =

190 & 50 & 9 o

Total Tota Total

9 0 8 0 0 0

Created Removed Created Remaved Created Removed

D7 ? 218 i s =

3. On the next screen, enter details of a new user ‘superadmin’ shown below.
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Pre-requisite step

Add User x

Step 1. Add User Details

The user name will be used to log in, and the email address will be flagged as the primary email address for the user.

* First Name super

* Last Name  admin

* User Name

* - - N
Email ' john.doe@domain.com

Use the email address as the user name

4. Click Next. You will get a list of existing groups in IDCS to which the user ‘superadmin’ can
be assigned.

5. Click Finish. The user ‘superadmin’ will be created and assigned ‘administrator’ group.

By using above steps create retail & corporate users. The same user (with same username) must
be created in OBDX through OBDX admin console

Home
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Create an OBDX Client Application in IDCS Console

3. Create an OBDX Client Application in IDCS Console

1. Goto IDCS Admin Console - Enter Admin user name and Password.

2. On Applications tab = Click on + sign > Enterprise Application

€ 2 C ik e PP “ % Ok»0D@ !

Add Application

App Catalog

SAML Application

Mobile Application

Confidential Application

Enterprise Application Create a web application that is protected by the App Gateway

= . Ucanse Typa 1 Foundation o =
= ORACLE' idontity Cloud Service Cookie Preferances =)
Add Ente
Cancel . ('_) > Finish
Details GAuth Configuration
Details
* Name OBDXWeb

Tags
Add tags 10 your applications to organize and identify them, A 1ag consists of & key-value pair.

+ add Tag

3. Click Next by skipping OAuth Configurations. Add SSO resources as shown below.
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Create an OBDX Client Application in IDCS Console

« 2 C e id df iclentity codev2 " pps&app 28b%1b1a4¢9a952d00089 feaedeBapp-tab=sso-configur.. 12 % O & & O g

Edit Resource

y String
Regex B

€ > C a ik o2 pps&iapp=edit-36126b3e1b i pp-tab: figu. 12 O & % O 4 !

Edit Resource

* Resource Name | dige

* Resource URL | /dige”

URL Query String

Regex

Deseription
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Create an OBDX Client Application in IDCS Console

€ > C identity.cod i i ppsBapp 100069 pp-tab ofigur. 2 % O & * O & !
= ORACLE' identity Cloud Service ::!::Wp':ﬁmmdw 7 . -

Details  OAuthConfiguation  SSO Configuration  Import  Users  Groups

4 Resources
O Select Al 4 Add Remove.
o al ” =
O dige g L
O home home.htmi i |
O ocbddogout sdige-logindvt fogout ) |
Page 1 of 1 (1-4.0f 4 ftems) 1]

» Authentication Policy

» Authorization Policy

€ 9 C 8 ides-9300366b dentity.cdev2 " 1 Jit-36128bBe P b g 1 f O & % O & |

Edit Resource

* Resource Name home

* Resource URL fhome htm|

URL Query String
g O

tio

€ 2 C . appsiapp = ed b figu. @ % O & » O ¢

Edit Resource

* Retource Name  obdwlogout

* Resource URL  /dige-loginA1/logeut

L Query String

4. The final list should look as below.
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Create an OBDX Client Application in IDCS Console

€ e A identi i i ppstiapp=ed pp-tab oigur. = O & % O & i
= ORACLE' identity Cloud Service D ° -

Detsls  OAuthConfiguration S5O Configuration  Import  Users  Groups

4 Resources
O select Al Add Remove
o all i -
O digx fdige” k|
O home /hamehtmi i |
O obddogout Jdigeloginv) fogout =
Page 1 of 1 (1-4 of 4items) [1]

» Authentication Policy

» Authorization Policy

5. In Authentication Policy add resources and order as shown below

€ 3 C @ ks d d i ppsBiapp=edi 1adeda pp-tab=sso-configur.. 12 % O & * O @ |

Edit Resource

* uthentication Method  Form or Access Token

Authentication Method Overrides o

Audience validation [

Headers o
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Create an OBDX Client Application in IDCS Console

& 2 C e ids i i ppséiapp=edit-36128be1bladedads bessoconfigur. 12 % O & & O @

Edit Resource

* Resource  digk
* Authentication Method  Anenymous

Authentication Method Overrides o

Vesders 4

€ 3 C ek dafb329¢hdi ik d " dmi X apps&app=edit-36128b9e1b T g 2 % O & » O @

Edit Resource

* Resource obdxlogout

* Authentication Method  Form+Logout

Authentication Method Overrides o

Post-Logout URL _ hittpsy/whfoditi.in.oracle com/

Post-Logout State

Headers o

€ 2 C e id dev2. pp=ed Eiapp-tab fgu. @ & O & & O & !

Edit Resource

* Resource all
* Authentication Method  Public

Authentication Method Overrides o

Headers o
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Create an OBDX Client Application in IDCS Console

6. Final list should look as below

« C @ idcs-9309366b40304co68a7cAdalb329chdl Identity.codev2.oc9qadev.com/ul/v 1 adminconiolsroot =appsiiapp=edit-161 2069 1614469a052d00089 1 feaedefapp-tat g | % O & » O W@ i

» Resources

4 Authentication Policy

Configure Authentication Policy for this application

Managed Resources

elect Al Add

» Authorization Policy

Home

36 ORACLE



Installing App Gateway (Cloudgate)

4. Installing App Gateway (Cloudgate)

Use below steps for installing and configuring app gateway

https://docs.oracle.com/en/cloud/paas/identity-cloud/uaids/set-app-gateway.html#GUID-
40307BF8-5357-4832-BAD0-EA7FB0010685

Home
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Changes in OBDX Ul

5.Changes in OBDX Ul

In OBDX Ul which is deployed on OHS make sure the authenticator type is set to
“OAMAuthenticator” in file > framework/js/configurations/config.js

Home
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